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Abstract:

Secret and Below Interoperability (SABI) isan Information Assurance initiative mandated by the
Assistant Secretary of Defense for Command, Control, Communications, and Intelligence
(ASD/Ca3I) and sponsored by the Joint Chiefs of Staff, Command, Control, Communications, and
Computer Systems (JS/J6). SABI improves the security posture of al secret and below DoD
systems by using a community-based risk acceptance approach. SABI utilizes proven system
security engineering to address the risks to the community, and employs mission-oriented risk
management in making sound community decisions.

The goal of SABI isto ensure secure secret and below interoperability solutionsfor the

Warfighter within community-acceptable risks. It is a network-centric process with

procedures to review interconnections and leverage proven solution reuse. It is founded

on information system security engineering (ISSE) principles whereby information

systems security (INFOSEC) isintegrated as a part of systems engineering and systems

acquisition processes, strong customer participation in support of mission needs, and the optimal use of
INFOSEC disciplines to provide security solutions. Documentation

implements the DoD Instruction 5200.40, Defense Information Technology Security

Certification and Accreditation Process (DITSCAP).

The SABI process teams the local site customer with appropriate engineering, risk,

vulnerahility, training and programmatic community risk-focused support necessary to

develop the right solution for the customer's SABI requirement. SABI maintainsthis

community team throughout the system security engineering process. This strengthens

the community risk acceptability of a specific site solution through continued dialog and participation of al
relevant stakeholders.

During the discussion about the current status of the SABI program, the panel will focus on the
progress and impact of the National Information Assurance Certification and Accreditation
Process (NIACAP), NSTISSI 1000.
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